DIL/NetPC DNP/5280 — microHOWTO

How to use a Ethernet Sniffer Program

For some networking applications (i.e. BSD socket programs) it is sometimes necessary to display
and analyse the traffic of the Ethernet link between the DIL/NetPC DNP/5280 and other LAN-
based systems.

Use a Ethernet LAN sniffer program for this job. The DIL/NetPC DNP/5280 Starter Kit CD-ROM
comes with a free (GPL-based) Ethernet LAN sniffer program called Ethereal.

1. Step (Windows Version): Install Ethereal on your Windows-based PC. You find the
necessary installation files within the directory \Ethereal-LAN-Sniffer-wWin32 of your
DIL/NetPC DNP/5280 Starter Kit CD-ROM. Install first the Ethernet packet capture utility

WinPcap 2 3 and then Ethereal. Both tools comes within a standard Windows setup file.

2. Step: Run the Ethereal LAN sniffer program and capture data. Then display and analyse the

data.

& <capture=> - Ethereal

File Edit Capture Display Tools

ﬂelp 1

Source Dlestination

I 1 0.0 00 CPO; 14.6elkin ff:ff:ff:ff:ff:ff who has 192. . Tell 19

2 0.001298 BELKIM_93:cC5:38 CPQ197575852914. Belkin ARP 192.1658.2.1 95 at 00:30:bd:93:c5:38
3 0.001315 CPQle7575852914.6elkin 192.168.2.1 ICMP Echo (ping) reguest

4 0.011720 152.168.2.1 CPGlO757852914 . Belkin ICMP Echo (ping) reply

5 1.001957 CPQLl9757852914.6e1kin 192.168.2.1 ICMP Echo (ping) reguest

6 1.003022 192.168.2.1 CPQL9757852914 . . Belkin ICMP Echo (ping) reply

7 2.003369 CPQl97575852914.6elkin 192.168.2.1 ICMP Echo (ping) reguest

8 2.004415 192.168.2.1 CPQL9757852914 . . Belkin ICMP Echo (ping) reply

9 3.004811 CPQ1e7575852914.6elkin 192.168.2.1 ICMP Echo (ping) reguest
10 3.005854 152.168.2.1 CPQ197575852914. 6elkin ICMP Echo (ping) reply
11 5.005017 BELKIN_93:c5:38 CPQLO757852914. Belkin ARP who has 192.168.2.27 7Tell 192.168.2.1
12 5.005049 CPQLl9757852014.6elkin BELKIN_93:c5:38 ARP 192.165.2.2 95 at 00:30:bd:99:50:49

B Frame 1 (42 on wire, 42 captured) A
Arrival Time: pec 7, 2003 13:48:42.022664000
Time delta from previous packet: 0.000000000 seconds
Time relative to first packet: 0.000000000 seconds
Frame MNumber: 1
Packet Length: 42 bytes
Capture Length: 42 hytes
B Ethernet II
pestination: Ff:ff:ff:FF:fF:FF (.. ...
5 50:49 (CPQLY :
Type: ARP (0x0806)
H address Resolution Protocol (reguest)
| |
oooo  £f £f £f £f £F £ [ EIEEEDNEYE 05 06 00 01 3|
0010 08 00 08 04 00 01 00 30 bd 99 50 49 <0 af 02 02
0020 00 00 00 00 00 00 cO a8 02 01

Filter:]i

j Reset1 ApplyﬁSource Hardware Address (eth.src), B bytes

That is all.
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