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How to install and run an OpenVPN client on your  Windows-based PC 

The DIL/NetPC ADNP/9200 is also available with a preinstalled OpenVPN server. This allows 
secure VPN connections between a PC as an OpenVPN client and the ADNP/9200. Before 
accessing the ADNP/9200 through a VPN tunnel please install and setup an OpenVPN client on 
your PC. 
 
·  1. Step: Visit http://openvpn.net and download the latest stable version of the OpenVPN 

Windows install file (in this case openvpn-2.0.9-install.exe).  
 

 
 

·  2. Step: Then run the install file openvpn-2.0.9-install.exe on your PC and install all OpenVPN 
components. 
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·  3. Step: Wait until the OpenVPN installation is finished. After that you will find an OpenVPN 
item within your Windows program menu. OpenVPN is also available over the Windows 
command line.   

 

 
 
We assume for the following steps that the OpenVPN installation directory on your Windows 
PC is c:\Program Files\OpenVPN. 
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·  4. Step: Download the OpenVPN GUI for Windows from http://openvpn.se. Please note: The 
next Windows versions of OpenVPN (2.1 or later) will include this tool. Version 2.0.9 needs the 
separate download and installs steps.   

 

 
 

·  5. Step: Store the * .exe (e.g. openvpn-gui-1.0.3.exe) file with the OpenVPN GUI for Windows 
on your PC. The Windows program directory c:\Program Files\OpenVPN\bin is a good place. 
 

·  6. Step: Create a desktop icon for the OpenVPN GUI for Windows and then run the OpenVPN 
GUI. This creates a new small icon within the Windows system tray. 

 

 
 

·  7. Step: Copy the file client.ovpn from the directory c:\Program Files\OpenVPN\sample-
config to the directory c:\Program Files\OpenVPN\config. 
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·  8. Step: Please rename the file c:\Program Files\OpenVPN\config\client.ovpn to the new 
name client-adnp9200.ovpn. 

 
·  9. Step: Please edit the configuration file client-adnp9200.ovpn and change the following five 

lines within this text file (see the red coloured and underlined text lines in the next sample 
configuration file). 

 
############################################## 
# Sampl e c l i ent - s i de OpenVPN 2. 0 conf i g f i l e # 
# f or  connect i ng t o mul t i - c l i ent  ser ver .      # 
#                                            # 
# Thi s conf i gur at i on can be used by mul t i pl e # 
# c l i ent s,  however  each cl i ent  shoul d have   # 
# i t s own cer t  and key f i l es.                 # 
#                                            # 
# On Wi ndows,  you mi ght  want  t o r ename t hi s  # 
# f i l e so i t  has a . ovpn ext ensi on           # 
############################################## 
 
# Speci f y t hat  we ar e a c l i ent  and t hat  we 
# wi l l  be pul l i ng cer t ai n conf i g f i l e di r ect i ves 
# f r om t he ser ver .  
c l i ent  
 
# Use t he same set t i ng as you ar e usi ng on 
# t he ser ver .  
# On most  syst ems,  t he VPN wi l l  not  f unct i on 
# unl ess you par t i al l y  or  f ul l y  di sabl e 
# t he f i r ewal l  f or  t he TUN/ TAP i nt er f ace.  
dev t ap 
; dev t un 
 
# Wi ndows needs t he TAP- Wi n32 adapt er  name 
# f r om t he Net wor k Connect i ons panel  
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# i f  you have mor e t han one.   On XP SP2,  
# you may need t o di sabl e t he f i r ewal l  
# f or  t he TAP adapt er .  
; dev- node MyTap 
 
# Ar e we connect i ng t o a TCP or  
# UDP ser ver ?  Use t he same set t i ng as 
# on t he ser ver .  
; pr ot o t cp 
pr ot o udp 
 
# The host name/ I P and por t  of  t he ser ver .  
# You can have mul t i pl e r emot e ent r i es 
# t o l oad bal ance bet ween t he ser ver s.  
r emot e 192. 168. 0. 126 1701 
; r emot e my- ser ver - 2 1194 
 
# Choose a r andom host  f r om t he r emot e 
# l i s t  f or  l oad- bal anci ng.   Ot her wi se 
# t r y host s i n t he or der  speci f i ed.  
; r emot e- r andom 
 
# Keep t r y i ng i ndef i ni t el y t o r esol ve t he 
# host  name of  t he OpenVPN ser ver .   Ver y usef ul  
# on machi nes whi ch ar e not  per manent l y connect ed 
# t o t he i nt er net  such as l apt ops.  
r esol v- r et r y i nf i ni t e 
 
# Most  c l i ent s don' t  need t o bi nd t o 
# a speci f i c  l ocal  por t  number .  
nobi nd 
 
# Downgr ade pr i v i l eges af t er  i ni t i al i zat i on ( non- Wi ndows onl y)  
; user  nobody 
; gr oup nobody 
 
# Tr y t o pr eser ve some st at e acr oss r est ar t s.  
per si st - key 
per si st - t un 
 
# I f  you ar e connect i ng t hr ough an 
# HTTP pr oxy t o r each t he act ual  OpenVPN 
# ser ver ,  put  t he pr oxy ser ver / I P and 
# por t  number  her e.   See t he man page 
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# i f  your  pr oxy ser ver  r equi r es 
# aut hent i cat i on.  
; ht t p- pr oxy- r et r y # r et r y on connect i on f ai l ur es 
; ht t p- pr oxy [ pr oxy ser ver ]  [ pr oxy por t  #]  
 
# Wi r el ess net wor ks of t en pr oduce a l ot  
# of  dupl i cat e packet s.   Set  t hi s f l ag 
# t o s i l ence dupl i cat e packet  war ni ngs.  
; mut e- r epl ay- war ni ngs 
 
# SSL/ TLS par ms.  
# See t he ser ver  conf i g f i l e f or  mor e 
# descr i pt i on.   I t ' s  best  t o use 
# a separ at e . cr t / . key f i l e pai r  
# f or  each cl i ent .   A s i ngl e ca 
# f i l e can be used f or  al l  c l i ent s.  
ca ca. cr t  
cer t  c l i ent 1. cr t  
key c l i ent 1. key 
 
# Ver i f y ser ver  cer t i f i cat e by checki ng 
# t hat  t he cer t i cat e has t he nsCer t Type 
# f i el d set  t o " ser ver " .   Thi s i s an 
# i mpor t ant  pr ecaut i on t o pr ot ect  agai nst  
# a pot ent i al  at t ack di scussed her e:  
#  ht t p: / / openvpn. net / howt o. ht ml #mi t m 
# 
# To use t hi s f eat ur e,  you wi l l  need t o gener at e 
# your  ser ver  cer t i f i cat es wi t h t he nsCer t Type 
# f i el d set  t o " ser ver " .   The bui l d- key- ser ver  
# scr i pt  i n t he easy- r sa f ol der  wi l l  do t hi s.  
; ns- cer t - t ype ser ver  
 
# I f  a t l s- aut h key i s used on t he ser ver  
# t hen ever y c l i ent  must  al so have t he key.  
; t l s- aut h t a. key 1 
 
# Sel ect  a cr ypt ogr aphi c c i pher .  
# I f  t he c i pher  opt i on i s used on t he ser ver  
# t hen you must  al so speci f y i t  her e.  
; c i pher  x 
 
# Enabl e compr essi on on t he VPN l i nk.  
# Don' t  enabl e t hi s unl ess i t  i s  al so 
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# enabl ed i n t he ser ver  conf i g f i l e.  
; comp- l zo 
 
# Set  l og f i l e ver bosi t y.  
ver b 3 
 
# Si l ence r epeat i ng messages 
; mut e 20 
 

·  10. Step: Setup the Ethernet LAN link between the LAN1 connector of the DNP/SK27 starter 
kit and your PC. Use an Ethernet cross-over cable or a switch-based infrastructure for this LAN 
connection. We assume for the following steps that the ADNP/9200 is using the IP address 
192.168.0.126. 

 

 
 

·  11. Step: Run a web browser on your PC and access the ADNP/9200 web interface with the 
URI http://192.168.0.126:7777 or http://192.168.0.126:7777/cgi-bin/login.cgi. Please use the 
logon password adnp for your login. 
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·  12. Step: Select the menu item System and the sub-menu item Time and date. Then select 
Manual (Set your time and date manually) and press the Apply button. This sets the 
ADNP/9200-internal real time clock to the current time and date. The valid time is necessary to 
use OpenVPN. Without a time setting the pre-build OpenVPN certificates are invalid. 
 

 
 

·  13. Step: Click with the right mouse button to the buttons Root CA, Key1 and Cer t1. 
Download and save all three files to the PC directory c:\Program Files\OpenVPN\config. 
 

 



DIL/NetPC ADNP/9200 – microHOWTO 
 
 
 

 
SSV  EM BEDDED SY STEM S 2008, mHTA 9200-17.doc, Rev. 1.00.           9 

·  14. Step: We have now the three pre-build certificate files from the ADNP/9200 OpenVPN 
installation within the PC directory c:\Program Files\OpenVPN\config. Please logout from the 
ADNP/9200 web interface. 

 
·  15. Step: Click with right mouse button to the OpenVPN GUI item within the Windows system 

tray. Then select the Connect menu item. 
 

 
 

·  16. Step: Your PC creates an OpenVPN link to the ADNP/9200. A window shows the creation 
steps and the status/error messages. 
 

 
 

·  17. Step: The OpenVPN link between your PC and the ADNP/9200 creates a new (virtual) IP 
network interface on your PC. The name is “TAP-Win32 …”  (in this sample TAP-Win32 
Adapter  V8). The ADNP/9200 supplies this interface with an IP address (in this case 10.3.0.1).  
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·  18. Step: Check the VPN connection between the PC and the DIL/NetPC ADNP/9200 with a 
simple ping. The IP address of the ADNP/9200 within this VPN is 10.3.0.126.  
 
pi ng 10. 3. 0. 126 
 

 
 

·  19. Step: Please try to trace the Ethernet-based link between the PC and the ADNP/9200. Use a 
simple LAN sniffer (e.g. Wireshark) for this task. 
 
First select the “TAP-Win32 …” interface for your LAN sniffer. This trace will show the ICMP 
traffic. 
 
Then select the Ethernet LAN interface of your PC. This trace will show only some UDP traffic 
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between your PC and the ADNP/9200 UDP port 1701. UDP is the tunnelling protocol for this 
VPN. The traffic within a UDP packet is encrypted by OpenVPN. 

 

 
 
Please note: In next screen shot the IP address 192.168.0.74 is used by the ADNP/9200 as an 
OpenVPN server. IP address 192.168.0.248 is assigned to the PC as the OpenVPN client. 
 

 
 
Please note: For a secure connection to the ADNP/9200 it is also necessary to close the 
ADNP/9200 Ethernet LAN with the IP address 192.168.0.126 with the help of Iptables. 
Without this step there are two connections between the PC and the ADNP/9200. One over the 
192.168.0.0 IP network and the second over the 10.3.0.0 VPN-based network. 
  
That is all. 


