DIL/NetPC ADNP/9200 — microHOWTO

How toinstall and run an OpenVPN client on your Windows-based PC

The DIL/NetPC ADNP/9200 is also available with a preinstalled OpenVPN server. This allows
secure VPN connections between a PC as an OpenVPN client and the ADNP/9200. Before
accessing the ADNP/9200 through a VPN tunnel please install and setup an OpenVPN client on

your PC.

1. Step: Visit http://openvpn.net and download the latest stable version of the OpenVPN

Windows install file (in this case openvpn-2.0.9-install.exe).

72 Downloads - Windows Internet Explorer

G‘x o~ | @] hpiljepenven.nesindex,phejdonnioads bl R ES
W | @oownloads =1 -8 (3 st Ext

Home ) ContactUs ) Arices » News

search B

Licensing | Documentation

Downloads
OpenVPN 2.0.9 —released on 2006.10.01 (Change Log)

Source code and Windows packages are provided below. If you are installing OpenVPN from an RPM package, don't forget to install an LZO package as well (see below for 170 packages).

Binary RPM packages for this version are usually available within a few days after the release date from Dag Wiesrs RPM site (or build one yourself).

If you'd like the Windows GUI version of Open VPN, you can get it from Mathias Sundman's Open VPN GUI site.

Source Tarball openvpn-2.0.9.tar.gz GnuPG Signature
Source Zip openvpn-2.0.9.zip GnuPG Signature
‘Windows Installer openvpn-2.0.9-install.exe GnuPG Signature

Latest Bets Releases -- This folder contains beta releases which are primarily directed to developers and testers.

OpenVPN 2.1_rc7 - released on 2008.01.29 (Change Log)
The OpenVPN 2.1 beta series is ready for testing and limited production usage. Major new features include:

+ Windows Vista-ready on both x86 and x64.
+ OpenVPN CUIis now packaged in the Windows installer.
+ topology subnet feature, allowing intuitive tun-based VPN subnets having 1 [P address per client.
+ TAP-Wingz adapter can now be opened from non-administrator mode.
« PKCS #11 features for usage of eryptographic tokens (‘smart cards™).
+ multihome feature to enable UDP-based multihoming of the server on multiple interfaces.
« port.share feature to allow Open VPN and an HTTPS server ta share TCP port 443.
See the man page for more information on added features.

Source Tarball openvpn-2.1_rc7 tar.gz GnuPG Signature
Source Zip openvpn-2.1 re7.zip GnuPG Signature
‘Windows Installer openvpn-2.1_rc7-install.exe GouPC Signature

@ rtermet

#100% -

2. Step: Then run theinstall file openvpn-2.0.9-install.exe on your PC and install all OpenVPN
components.

iy OpenVPN 2.0.9 Setup (Al=13

Welcome to the OpenVPN 2.0.9
Setup Wizard

This wizard will guide vou through the installation of
OpenyPl, an Open Source YPM package by James Yonan,

Mote thak the Windows wersion of Open®PI will only run on
Win 2000, %P, or higher,

Mext = ] [ Cancel

SSV EMBEDDED SYSTEMS 2008, mHTA9200-17.doc, Rev. 1.00.



DIL/NetPC ADNP/9200 — microHOWTO —_— =

ik OpenVPN 2.0.9 Setup

Chooge Components
Choose which Features of OpenPN 2.0.9 vou want ta install,

Select the components to installjupgrade. Stop any OpenVPN processes or the Oy .
service if it is rEnnlng All DLLs efrglgnstalled Iocl?ally e " g - Installation Complete
Setup was completed successfully,
Select components ko install: VP L Components Gl
OpenVPN RS54 Certificate Management Scripts [____________________ ]
OpenyPM Service d
OpenyPH File Associations Qutput folder: C:\Programme’OpenyPh ~
Openssl DLLs Extract: INSTALL-win32.kxt
Openssl Utiiies Extract: license.txt,., 100%
= men Extract: openvpn.ico... 100%
Description Create shortout: CHiDokumente und Einstellungenik 0w StartmendProgr ammetOpen,
Space required: 2,0ME Create shorteut: Cr\Dokumente und EinstellungenikDWA StartmenidiProgr ammelOpen. . .
Create shortcut: CriDokumente und EinstellungenikDw Startmend\ProgrammelOpen. .
Create shortout: Ci\Dokumente und EinstellungenikDiw', StartmendiProgrammelOpen. ..
Create shortout: Cii\Dokumente und EinstellungenikDw! StartmendiProgrammelOpen..
Create shortout: CHiDokumente und Einstellungenik 0w StartmendProgr ammetOpen,
< Back ” Mext = ] [ Created uninstaller: C:iProgrammelOpenyPHiURInstall, exe
Completed -

3. Step: Wait until the OpenVPN installation is finished. After that you will find an OpenVPN
item within your Windows program menu. OpenVPN is also available over the Windows
command line.

Add a new TAP-WIn32 virtual ethernet adapter
@ PDFCreatar 4 Delete ALL TAP-Win32 virtual ethernet adapters
@ Mero 3 g\‘ Generate a static OpenyPM key
@ Microsoft Developer Mebwork, b 1) OpentPM configuration file directary
@ Microsoft Web Publishing il & OpenYPM HOWTO
) ANYCOM Blus USE-200-250 v || (£ Open¥PN log file directary fealTH Technolagy
@ P3Pad editor bl &| OpenYPM Manual Page
@ awhttpd F 8 ) Open'PM Sample Configuration Files
@ Firebird_1_5 b & OpenvPN Web Site
87 Metwork Stumbler € OpenVPN Windaws Nates
@ Kiwi Enterprises 3 x\‘ Uninstall Open'Pr N
@ Mozilla Firefosx 3
) mobile PhoneTocls 3
@ Trap Receiver 3
Q) ElsterFormular 2005-2006 b
B Ankivir PersonalEdition Classic 3
@ \WinPcap 3
@ Wireshark 3
) ElsterFormular 3

We assume for the following steps that the OpenVPN installation directory on your Windows
PC isc:\Program Files\OpenVPN.

gabeaufforderung

\>o envpn ——ver
OpenVB N1n32 MlnGH [SSL] [LZ0]1 built on Oct 1 2006
Developed Yo
Copyright (E) 2002—2@@5 OpenV¥PN Solutions LLC <info@openvpn.net?

C:\>-
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4. Step: Download the OpenVPN GUI for Windows from http://openvpn.se. Please note: The
next Windows versions of OpenVPN (2.1 or later) will include thistool. Version 2.0.9 needs the
separate download and installs steps.

f'Open\fPN GUI for Windows - Windows Internet Explorer,

@;;'guu-uu html [ x] | | 2]

- - _ i »

w o [SODEMVPN GU For Windows [ } - Bl @ - [k oeite ~ £ Extras -

@) Internet Explorer wird momentan so ausgfihrt, dass Add-Ons deaktiviert sind. x
-

. Eucumentatmn Download Stable Release ads by Google.

+ Home

« HowTo . A . Eree Remote

S e If you already have a working installation of OpenVPN, you can use the "Application only" link below to download the OpenVPN Control / VNC

o Bl GUI executable alone. Make sure you save it inthe same folder as openvpn.exe, as OpenVPN GUIis dependent on the Desktop Sharing
« What's New OpenSSL DLLs that OpenVPN has installed in this folder and File Transfer

Passes Firewalls,

I If you don't have OpenVPN installed, use the installation package below, which will install both OpenVPN and OpenVPN GUI for Mo Installation.

[ wirw tesmiewer.com

you.
« Stable Reqistry Cleaner
+ Development Download
+ AllFiles Installation Package (Both 32-bit and 64-bit TAP driver included): Download Free
openvpn-2.0.9-gui-1.0 3-install exe Registry Scan
P e
Application only: Eiiensy ®
+ Foum openvpn-qui-1.0.3.exe wens petoals som

» E-mail me Application only (without Change Password feature):

Unlimited
omer o

No Software, Hide

Source Code: Your IP, Secure
+ My Centificate Wizard openvpn-qui-1.0.3.zip Quick Setup, No

Goverment Controls
wrw strongupn.com

g by Google
Localized Versions:
Fix Setup.exe
To use a localized version, first install OpenVPN using the above installation package, or the official OpenVPN installation Top Setup.exe
P i e i Error Repair Tool
Aventurinfe package from openvpn.net, then download one of the binaries below and save it as openvpn-gui.exe in OpenVPN's bin folder Eree Download -
Create and manage (C-\program files\openvpnibint). 100% Guaranteed!
Linux based virtual RegistryToolsReview ned|
servers with o o
ease Language Application only Source Code (.rc-file) Maintainer
i sventurin net
French openvpn-qui-1.0.3-fr exe openvpn-qui-fr.rc Sam Przyswa
German openvpn-qui-1.0.3-de exe openvpn-qui-de.rc Patrick Steiner
ltalian openvpn-qui-1.0.3-it exe openvpn-qui-itrc Fulvio Capone
Norwegian openvpn-gui-1.0 3-no exe Qpenvpn-gui-no rc Morten Karlsen 1
Spanish openvpn-gui-1.0 3-es exe openvpn-gui-es rc Ruben Cardenal
Swedish openvpn-qui-1.0.3-se exe openvpn-qui-se.rc Mathias Sundman
N S i . A
w & Internet H1o0% -

5. Step: Store the *.exe (e.g. openvpn-gui-1.0.3.exe) file with the OpenVPN GUI for Windows
on your PC. The Windows program directory c:\Program Files\OpenVPN\bin isagood place.

6. Step: Create a desktop icon for the OpenVPN GUI for Windows and then run the OpenV PN
GUI. This creates a new small icon within the Windows system tray.

openvpn-gui-1.0.3

8 - S| 1706
I-(Z'pem'M'PN GUI

7. Step: Copy the file client.ovpn from the directory c:\Program Files\OpenVPN\sample-
config to the directory c:\Program Files\OpenVPN\config.
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@ sample-config |Z| |E| ['5__<|

Datei EBearbeiten  Ansicht  Faworiten  Extras  ? ',:;.

H____ Ordnier

e Zurick - J 1’ /..-\’ Suchen
Ordner x

£33 Orline-Dienste -~
= £ OpenvPH
153 bin

clienk
OpenyPR Config File
ﬂ‘ 4 kE

sample
OpenyPR Config File
JEKE

server
OpenyPR Config File
i 11kE

I3 config
5 driver
) easy-rsa
[ lag
(7

sample-config
[ outlook Express

= Dok e

8. Step: Please rename the file c:\Program Files\OpenVPN\config\client.ovpn to the new
name client-adnp9200.ovpn.

9. Step: Please edit the configuration file client-adnp9200.ovpn and change the following five
lines within this text file (see the red coloured and underlined text lines in the next sample
configuration file).

HHHHHHHHH BB HHHHHHH R TR R R R R
Sampl e client-side OpenVPN 2.0 config file #
for connecting to nulti-client server. #

#
#
#
# This configuration can be used by multiple
# clients, however each client should have

# its own cert and key files.

#

#

#

On W ndows, you mght want to renane this
file so it has a .ovpn extension
HEHH AT R R R R R R R R

HHFHHEHHH

# Specify that we are a client and that we

# wll be pulling certain config file directives
# fromthe server.

client

# Use the sane setting as you are using on

# the server.

# On nost systens, the VPN will not function
# unl ess you partially or fully disable

# the firewall for the TUNV TAP interface.

dev_tap
:dev tun

# W ndows needs the TAP-W n32 adapter nane
# fromthe Network Connections pane
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# if you have nore than one. On XP SP2,
# you may need to disable the firewal

# for the TAP adapter.

; dev- node MyTap

# Are we connecting to a TCP or

# UDP server? Use the sane setting as
# on the server.

;proto tcp

proto udp

# The hostnane/|I P and port of the server.
# You can have nultiple renote entries

# to | oad bal ance between the servers.
renote 192.168.0.126 1701

;renote ny-server-2 1194

# Choose a random host fromthe renote
# list for |oad-balancing. Oherw se
# try hosts in the order specified.

; renot e-random

# Keep trying indefinitely to resolve the

# host nanme of the OpenVPN server. Very useful

# on machi nes which are not permanently connected
# to the internet such as | aptops.

resolv-retry infinite

# Most clients don't need to bind to
# a specific local port nunber.
nobi nd

# Downgrade privileges after initialization (non-Wndows only)
;user nobody
; group nobody

# Try to preserve sone state across restarts.
per si st - key
persist-tun

# If you are connecting through an

# HTTP proxy to reach the actual OpenVPN
# server, put the proxy server/IP and

# port nunber here. See the nman page
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# i f your proxy server requires

# aut henticati on.

;http-proxy-retry # retry on connection failures
; http-proxy [proxy server] [proxy port #]

# Wreless networks often produce a | ot
# of duplicate packets. Set this flag
# to silence duplicate packet warnings.
; mut e- r epl ay- war ni ngs

SSL/ TLS par ns.

See the server config file for nore
description. |It's best to use

a separate .crt/.key file pair

for each client. A single ca

file can be used for all clients.
ca ca.crt

cert clientl.crt

key clientl. key

#
#
#
#
#
#

# Verify server certificate by checking
# that the certicate has the nsCert Type
# field set to "server". This is an

# inmportant precaution to protect against
# a potential attack discussed here:

# http://openvpn. net/howto. htn #m tm
#
#
#
#
#

To use this feature, you will need to generate

your server certificates with the nsCertType

field set to "server". The build-key-server

script in the easy-rsa folder will do this.
;ns-cert-type server

# If a tls-auth key is used on the server
# then every client nust al so have the key.
;tls-auth ta. key 1

# Sel ect a cryptographic cipher.

# |If the cipher option is used on the server
# then you nust al so specify it here.

; ci pher x

# Enabl e conpression on the VPN |ink.
# Don't enable this unless it is also

SSV EMBEDDED SYSTEMS 2008, mHTA9200-17.doc, Rev. 1.00.
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# enabled in the server config file.
, conp-1zo

# Set log file verbosity.
verb 3

# Silence repeating nessages
;mute 20

10. Step: Setup the Ethernet LAN link between the LAN1 connector of the DNP/SK27 starter
kit and your PC. Use an Ethernet cross-over cable or a switch-based infrastructure for this LAN

connection. We assume for the following steps that the ADNP/9200 is using the IP address
192.168.0.126.

|j|“ir|<o; ]o

Ethernet cross-over cable

=l

11. Step: Run a web browser on your PC and access the ADNP/9200 web interface with the
URI http://192.168.0.126:7777 or http://192.168.0.126:7777/cqi-bin/login.cgi. Please use the
logon password adnp for your login.

z Login - Windows Internet Explorer

'@ Internet Explorer wird momentan s aust

ADNP/9200 Web Configuration

Please enter your password to access the admin page !

Copyright @ 2007 SSV All rights reserved. Build 2864

¥ Fertig @ tnternet #100% v
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12. Step: Select the menu item System and the sub-menu item Time and date. Then select
Manual (Set your time and date manually) and press the Apply button. This sets the
ADNP/9200-internal real time clock to the current time and date. The valid time is necessary to
use OpenV PN. Without a time setting the pre-build OpenV PN certificates are invalid.

& http:£1192.168.0.74: 7717 7/cgi-binflogin.cgi - Windows Internet Explorer

K9 - [Brupinse 168.0.747777icgbinlegin co vl|[+#][x £l
. »
% <% |Ehetpifj192.168.0.74: 7777 cgibinflogin.cqi - B - #® - [hseite - {GFExtras -

'Q' Inkernet Explorer wird momentan so ausgefihrt, dass Add-Ons deaktiviert sind.

Configuration

Time and date configuration

Local timezone configuration

Status
Timezone : UTC-02.00 ~ Choose your timezone

System
= System identification

- System management Time and date configuration

Set your time and date manually
Get time and date via NTP service

= COM ports
* Remote access
= Administration

Network

Current date (YYYY : month : DD}
Current time (HH : MM : S5}

Services

Logout

Time and date : Thu, 03.07.2008 09:10:26 Time and date of this system is shown

& Internet H 0% v

13. Step: Click with the right mouse button to the buttons Root CA, Keyl and Certl.
Download and save al three files to the PC directory c:\Program Files\OpenVPN\config.

2 http:f192.168.0.74: 1777 /cgi-binflogin.cgi - Windows Internet Explorer
ol

@ s v (B httpi192.168.0,74:777Ffcqi-binflogin.cgl MIRZNIFS

W 4 | Ehhepif192.168,0.747777 car binlogin. g o - i - | Seite v £ Extras v

i Internet Explorer wird momentan so ausgefibet, dass Add-Ons deaktiviert sind, x

Configuration

AAHEEHEBEE
EREA R E B8
AR E
%EE L g
ilz g
HAHEH

il

g 8

8

3

3

OpenVPN server configuration

TCP port to listen on

VPN compression: Disable .

Status
System

Network OpenVPN bridge IP : Establish connection to website

Services Start IP address range :
~ General

- Proxy

~Firewall and NAT

End IP address range :

*Keep alive Server key modification : Fri Jun 27 12:21:55 2008
Logout

Server certificate modification : Fri Jun 27 12:21:55 2008

Fri Jun 27 12:21:45 2008 Currently used root CA certificate

Root CA certificate modification :

Diffie hellman parameters modification:  [IZyRIPTEPZIE L]

o
H
a2

§
Pl

OpenVPN create certificates
Create root CA key and certificate :

Create server key and certificate :

Create client key and certificate : Key and Cert1 & Click to create desired client key and cert.

OpenVPN export certificates

Export root CA certificate :

Export client 1 key and certificate: ¥ valid Key Click to downioad

& Internet
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14. Step: We have now the three pre-build certificate files from the ADNP/9200 OpenVPN
installation within the PC directory c:\Program Files\OpenVPN\config. Please logout from the
ADNP/9200 web interface.

15. Step: Click with right mouse button to the OpenVPN GUI item within the Windows system
tray. Then select the Connect menu item.

Conneck

Yiew Log
Edit Config

Zhange Password
Prowxy Settings

Ahouk
Exit

16. Step: Your PC creates an OpenVPN link to the ADNP/9200. A window shows the creation
steps and the status/error messages.

- Open¥PN Connection [client-adnp9200) g@@
Current State: Connecting
ThuJul 03 14:08:23 2008 Data Channel Decrypt: Cipher 'BF-CEC inibalized with 123 bit key -

ThuJul 03 14:08:23 2008 Data Channel Decrypt: Using 160 bit meszage hazh 'SHAT' for HMAC authentica
ThuJul 03 14:08:23 2008 Cantral Channel: TLSw1, cipher TLSw1/550v3 DHE-RSA-AES256-5HA, 1024 hit
ThuJul 03 14:08:23 2003 [zerver] Peer Connection Initiated with 1392.168.0.74:1701

ThuJul 03 14:08: 24 2008 SEMT COMTROL [zerver]: 'PUSH_REQUEST' [statuz=1]

ThuJul 03 14:08: 24 2008 PUSH: Received control meszage: 'PUSH_REPLY route-gateway 10.3.0.126.pin
Thu Jul 02 14:02:24 2002 OFTIOMNS IMPORT: timers and/or timeoutz modified

ThuJul 03 14:08:24 2008 OPTIOMS IMPORT: ~ifconfigiup options modified

ThuJul 03 14:08:24 2008 OPTIOMS IMPORT: route optiohs modified

Thu Jul 03 14:08: 24 2008 TAPWIN32 device [LAN-Yerbindung 7] opened: 4. \Globalh{50 5B 749E -9B50 -4
ThuJul 03 14:08: 24 2008 TAP-wWin32 Driver Version 8.4

ThuJul 03 14:08: 24 2008 TAP-wWin32 MTU=1500

ThuJul 03 14:08: 24 2008 Motified TAPWin32 driver to et a DHCP IP/netmaszk of 10.3.0.1/255.255.255.0
ThuJul 03 14:03:24 2008 Successful ARP Flush on interface [2] {ED5E749E-9B 50 -4DAC-AFFF-BC3IT1HIC
ThuJul 03 14:08:24 2008 TEST ROUTES: 0/0 succeeded len=-1 ret=0 a=0 u/d=down

ThuJul 03 14:08: 24 2008 Route: ' aiting for TUM/TAP interface to come up...

ThuJul 03 14:08:25 20028 TEST ROUTES: 0/0 succeeded len=-1 ret=0 a=0 u/d=down

ThuJul 03 14:08:25 2008 Route: W aiting for TUM/TAP interface to come up...

< >

Dizconnect Reconnect Hide |

17. Step: The OpenVPN link between your PC and the ADNP/9200 creates a new (virtual) IP
network interface on your PC. The name is “TAP-Win32 ...” (in this sample TAP-Win32
Adapter V8). The ADNP/9200 supplies thisinterface with an I P address (in this case 10.3.0.1).

SSV EMBEDDED SYSTEMS 2008, mHTA9200-17.doc, Rev. 1.00. 9
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% Netzwerkverbindungen

Datei  Bearbeiten  Ansicht  Favoriten  Extras  Erweitert 7 In

@ Zurtick ~ [ ? /7 ) Suchen Ordner mv

®| k= - 1394-erbindung 1 BlustoothConnection <5} Drahtlose Netzwerkverbindung
Netzwerkaufgaben & BgD | verbindung hergestelk J§| Verbindung getrennt i,ﬁ Hicht verbunden
(il | 1394-Metzwerkadapter [l L SEMS LTSEADW Mademn ___ G Intsl(R) PROWireless 2200BG. ..

a Meue Yerbindung erstellen
@ Ein Heirn- oder ein Keines S Lnvertindung 0  La-verbindung 3
&

" Firmennetzwerk einrichben verbindung hergestell: :;}V x Metzwerkkabel worde entfiernt
& WindowsFirewaleinstelungen |; 1 Eroadcom MetLink (TM) Gigabit.., T 1 TAP-Win3Z sdapter V8 (colinug a o

andzrm
ES Metzwerkgerat deakkivisran
% Verbindung reparieren
E]II werbindung umbenennen
& Status der Verbinduna anzeigen

. [#] Einstellungen disser Yerbindung
&ndern

Andere Orte e

@ Svstemsteusrung
& Metzwerkmgebung
D Eigene Dakeien

W Arbeitsplatz

Details

LAN-¥erbindung 7
LAN oder Hochgeschwindigkeitsinkernet
Verbindung hergestellt

TAP-WIn32 Adapter Y&

IP-Adresse: 10.3.0.1
Subnetzmaske: 255.255.255.0
Won DHCP zugewigsen

18. Step: Check the VPN connection between the PC and the DIL/NetPC ADNP/9200 with a
simple ping. The IP address of the ADNP/9200 within this VPN is10.3.0.126.

pi ng 10.3.0. 126

¢+| Eingabeaufforderung

C:\>ping 10.3.0.126
Ping wird ausgefihrt fur 180.3.0.126 mit 32 Bytes Daten:

von 1@.3. @ 126: Bytes=32 Zeit=5ms
von 10.3.0.126: Bytes=32 Zeit=2ms
von 10.2.0.126: Bytes=32 Zeit=2ms
von 10.3.0.126: Bytes=32 Zeit=2ms

P1ng StatlStlk fur 10.3.0. 126:

Pakete: Gesendet = 4, Empfangen 4, Verloren = 8 (Bx Verlust),
Ca. Zeitangaben in Millise

Minimum = 2Z2ms, Maximum = 5ms, Mittelwert = 2ms
C:\)-

19. Step: Please try to trace the Ethernet-based link between the PC and the ADNP/9200. Use a
simple LAN sniffer (e.g. Wireshark) for this task.

First select the “TAP-Win32 ...” interface for your LAN sniffer. Thistrace will show the ICMP
traffic.

Then select the Ethernet LAN interface of your PC. This trace will show only some UDP traffic

SSV EMBEDDED SYSTEMS 2008, mHTA9200-17.doc, Rev. 1.00. 10
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between your PC and the ADNP/9200 UDP port 1701. UDP is the tunnelling protocol for this

VPN. The traffic within a UDP packet is encrypted by OpenV PN.

"2 {Untitled) - Wireshark
File Edit Yiew Go Capture Analyze  Statistics  Help

B ey moEx % AR e » T L BEE A QD EE 8 R

Filter: T  Expression... Clear Apply
Mo, - Time Source Destination Protocol  Info
1 0.000000 O0:ff:5d:Sh:74:%e Broadcast ARP who has 10.3.0.1267 Tell 10.3.0.1
2 0. 002597 h2:0f:0a:c2:dcied 0Q0:ff:5d:Sh:74:92 ARP 10.35.0.126 s at h2:0f:0a:c2:idc:ed
| ] ; ] & I Echo (ping) regu
4 0., 005282 10.3.0.126 10.3.0.1 ICMP  Echo (ping) reply
5 0.990860 10.3.0.1 10.3.0.126 IcMP  Echo (ping) reguest
6 0.994204 10.3.0.126 10.3.0.1 IcMP Echo (ping) reply
7 1.990860 10.3.0.1 10.3.0.126 IcMP  Echo (ping) regquest
8 1.993837 10.3.0. 126 10.3.0.1 IcMP  Echo (ping) reply
9 2.990946 10.3.0. 10.3.0. 126 IcmP Echo (ping) request
10 2.993678 10.3.0. 126 10.3.0. IcmP Echo ¢ping) reply

11 5.007103 b2:0f:0a:c2:dc:ed 00:fF:
12 5.007118 00:ff:5d:5h:74:02 h2

Sd S5h:74:52 ARP who has 10.3.0.17 Tell 10.3.0.126
(0f:Da:c2:idcied  ARP 10.5.0.1 s at 00:Ff:5d:5h:74:0e

Frame 3 (74 hbytes on wire, 74 bytes captured)

Ethernet II, src: 00:ff:5d:5b:74:9e (00:ff:5d:5b:74:98), Dst: bz:0f:0a:c2:dc:ed ch2:of:na:c2:dc:e4)
Internet Protocol, sre: 10.3.0.1 ¢10.3.0.1), Dst: 10.3.0.126 (10.3.0.126)

Internet Control Message Protocol

o000 bz of 0a cz dc ed 00 T 5d 5b 74 S9e 0B 00 45 00 ........ ][t...E.
0010 00 3c 44 e% 00 00 80 01 el 33 Ca 03 00 01 Qa 03 nthnnnn nSonoonn
0020 00 Fe 08 00 48 5c 02 00 05 00 61 42 63 &4 65 66 P abcdef
0030 67 68 69 6a 6b 6c 6d 6e of 70 FL 72 73 T4 75 76 gh1jk1mn opqrstuv
0040 FY 61 62 63 &4 65 65 67 68 89 wabcdefy hi
2
File: "C\DOKUME~ 1\ KDWALOK ALE~ 1\ Tempether 2 x%a030996" 976 Bytes 00:00:05 P:12D: 12 M: 0 Drops: 0

Please note: In next screen shot the IP address 192.168.0.74 is used by the ADNP/9200 as an

OpenVPN server. |P address 192.168.0.248 is assigned to the PC as the OpenV PN client.

"4 {Untitled) - Wireshark
Fle Edit ‘iew Go Capture  Analyze  Statistics  Help

B oE e e oEx 4 & 1B « o7 2 EE &aa | @@ % % @

Eilter:| | > Expression... Clear Apply

Mo, - Tirne: Source Destination Protocol | Info
1 0.000000 152.168.0.74 152.168.0.248 0x00e5 PPP Unknown (Ox00e5)
2 0.000176 152. 1592.168.0.74 uoP Source port: Destination port:

| ElY f 15 UDP 0 5 Tnation p

4 0. 152. . 0. .0 upp rce par Destination port. 1
5 1.150576 1592.168. 0. L0.74 upP Source port: Destination port:
5 1.153229 152.168. 0. .0, 248 upp Source port: Destination port:
7 2.150387 152.168. 0. L0, 74 upp Source port: Destination port:
8 2.153135 152.168. 0. .0.248 upp Source port: Destination port: 1582
D 3.150388 152.168. 0. L0, 74 upp Source port: pestination port: 12tp
10 3.153031 152.168. 0. 192.168.0.2 uoP Source port: Destination port: 1582
11 7.9343668 00000001, 0B000%e7c 00000001, FRFFEFFFT IPX SA General Response
12 7.943764 00000001, 00085404 00000001, FRFEFFFFFT IPX RI Response

Frame 3 (151 bytes on wire, 151 bytes captured)
[ Ethernet II, Src: SamsungE_O2:dc:Se (00:13:77:02:dc:fe), Dst: 02:80:ad:20:c4:02 (02:80:ad:20:c4:020
Internet Protocol, src: 182.168.0. 248 (192 168.0.248), DsT: 192 168.0.74 (192.168.0.74)

ort: 1582 ), Dst PoOrt: )

User Datagram Protocol {udp), 8 bytes F: 12 D: 12 M: 0 Drops: 0

Please note: For a secure connection to the ADNP/9200 it is also necessary to close the
ADNP/9200 Ethernet LAN with the IP address 192.168.0.126 with the help of Iptables.
Without this step there are two connections between the PC and the ADNP/9200. One over the

192.168.0.0 IP network and the second over the 10.3.0.0 VPN-based network.

That isall.
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